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Poccun HanpaBnseT gns ceBefeHus paspaboTaHHble BpemeHHon komuccmen CoseTta
depepaumm No pasBUTUIO MHPOPMALMOHHOIO 00LWecTBa MeTOANYECKME peKOMeHAaUNn
O pasMelleHMM Ha WMHAOPMALMOHHBIX CTeHOax, oduunanbHbIX MHTEepHeT-canTax u
APYTMX MHPOPMAaLMOHHbIX pecypcax oblieobpasoBaTenbHbIX OpraHn3aunin n opraHos,
OCYLLeCTBNALWMX ynpaBneHne B cdepe obpasoBaHud, MHpopmaunm o GeszonacHom
noBeaeHUM 1 ncnonb3oBaHun cetn "MIHTepHeT".
HOvpektop denaptameHTa
A.E.TTETPOB
MpunoxeHwne
METOOANYECKWE PEKOMEHOALIUU
O PABMELWWEHUUN HA UHO®OPMALMOHHbIX CTEHAAX, OPULIMATIbHbBIX
WHTEPHET-CAUTAX U APYT'UX MHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALMA N OPFAHOB,
OCYLWLECTBNAKOLWUX
YMNPABJIEHUE B C®EPE OBGPA30OBAHUA, UH®POPMALIUN O BE3OINMACHOM
NOBEAEHUU U UCNOJIb3OBAHUU CETU "MHTEPHET"
okcneptamn n uyneHamu BpemeHHon komuccum CoeTa Pepepauum no passBUTUIO
NHOPMaLUNOHHOIo obLecTBa B pamMKkax BbINOSIHEHUS peKkoMeHAauun naprameHTCKUX
cnywaHun "AkTyanbHble BONpoCcbl obecneyeHnsi 6e30nacHOCTM U pasBUTUA OETEN B
MHOPMaLNOHHOM MpocTpaHcTBe", koTopble npowsiv B CoseTte Pepepauun 17 anpens
2017 r., O6binn paspaboTaHbl METOOMYECKME PEKOMEHOAUMM O pasMeLlleHMM Ha
WHPOPMALMOHHBIX  CTeHAdax, opuumanbHblX  UHTEPHET-cauTax WU ApYyrux
MH(POPMAUMOHHBIX pecypcax oblieobpasoBaTenbHbIX OpraHu3auun U  OpraHos,
OCYyLLEeCTBNALWNX ynpaBrneHne B cepe obpasoBaHuda, UHGopMauun o HGesonacHom
noBeaeHun 1 ncnonb3oBaHumn cetn "MIHTepHeT" (ganee - MeTogMyeckme pekoMmeHgauum).
MeToguyeckne pekoMeHOauum HanpasfieHbl Ha KavYeCTBEHHOEe MNOBbILEHWE YPOBHSA
MHPOPMALMOHHON AeATENbHOCTM 06Leobpa3oBaTenbHbIX OpraHn3aumMi M OpraHos,
OCyLLeCTBNALWNX yrnpaBneHne B cdepe obpasoBaHus, B 4acTu WMHGPOPMUPOBaAHUSA
yyalmnxcs, X poantenen (3akoHHbIX NpeacTaBUTeNen) n negarorn4eckmx paboTHMKOB
00 OCHOBHBbIX acnekTax MHopmMaunoHHOM 6e3onacHOCTH.
MeToaunyeckne pekoMeHaauMym MNO3BOMAT 00weobpasoBaTenbHbIM OpraHM3aumsam u
opraHam, OCyLLeCTBAKOLWMM yrnpaBneHue B cpepe obpasoBaHns, akTyanuanpoBaTh yKe
ncrnonb3yemMble N pa3MmeLleHHble MHPOPMaLMOHHbIE MaTepuarnsl, Tak U NOArOTOBUTb UX
B Crlydae Mx OTCYTCTBMS C Y4ETOM NyYLUNX MPaKTUK U peKOMeHOaunn.
B pamkax meToguyeckux pekomeHgauumn paccMaTpmuBaroTCcs cneayowme MHCTPYMEHTbI:
1. NH(pOPMaLIMOHHbIE CTEHADI;
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeacTBa MaccoBOW MHAGoOpMauuKM (LLKOSbHbIE raseTbl, negarorndyeckne nsgaHus u
Apyrvie).
NHdopmaLnOHHbIe CTeHAbI
Ha  wuHdopmaunoHHbix  cTeHgax B obuweobpasoBaTenbHbIX  OpraHMsaumsx,
pacrnonoXeHHbIX B hone yypexaeHun n B kabmHeTax, OCHaLLEHHbIX NepCcoHanbHbIMN
ycTpoucTBamu Ana BbiIxoga B ceTb "HTepHeT", pekomeHayeTcs pasMecTuUTb
WHPOPMAUMOHHbIE NAaMSATKM, COAepXalluMe OCHOBHble COBETbl MO obecnevyeHuto
NHpopMaLNOHHOM 6e30MacHOCTH yqaLLmMXCs.



B npunoxenun N 1 K MeToan4yeckum pekomeHgaumsam npencraBneH obpasew namaTku
ANdA pasMeLleHnss Ha MHAPOPMALMOHHbIX CTEHAAX.

CpenctBa maccoBoun UHcpopmaumm
B cpenctBax maccoBon MHGOpPMaLMXM, OPUEHTUMPOBAHHbLIX Ha oby4arolmxcs,
pekoMeHayeTcs B TedeHne yuyebHoro roga perynsapHo nybnukoBatb MH(OPMaLMOHHbIE
MaTepuarbl, NOCBSALEHHble OTAENbHbIM acnektam MHgpopmaunoHHon 6esonacHocTn, a
TaKkKe pasnuyHble NnamMaTKM obLLero xapakrepa.

B cpegctBax maccoBoM  MHpopMauuu, OPUEHTUPOBAHHLIX Ha neJarornvyeckyro
0OLEeCTBEHHOCTb, PEeKOMEeHAYeTCA B TedeHue KanengapHoro roga perynspHo
ny6nvkoBatb MHMOPMALMOHHbIE MaTepuarbl, NOCBSLEHHbIe OTAEMbHbIM acrnekTam
MHOPMaLNOHHOM 6esonacHocTK Kak HeCcOBEepLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auuMi, a Takke pasfnuyHble naMAaTkM, 0030pbl
HOPMaTUBHO-NPAaBOBOIO PerynupoBaHns AaHHOW cdiepbl U UHPOPMALMIO O akTyarnbHbIX
MEpPONPUATUSX N COBbITUSX B aHHOM cdpepe.

B xope npoeegeHusa EpguHoro ypoka no 6GesonacHoctm B cetn  "UHTepHeT"
pekomeHayeTcss obecneunTb BbIMYCK TeMaTM4ecKoro BblMycka CpeacTBa MacCOBOW
MHopMauumn NMbo cepum nydnukauum, cpeam KoTopbliX PacCMOTPETb OpPraHM30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX NpeacTaBuTenen) wm
negarormn4eckon ooLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEpHeET-pecypcbl
O6uweobpasoBaTernbHbIM  OpraHM3auusM pekoMeHOyeTCAa Ha CBOMX oduumanbHbIX
NHTepHeT-pecypcax  obecneuntb  (PYHKLMOHMPOBAHWE  CAMOCTOSTENIbHOIO U
crneunanuampoBaHHoro pasgena "MHdgpopmaumoHHas 6e3onacHoOCTL", B paMkax KOTOpPOro
npeaycMoTpeTb pasmelleHne cneayowen nHpopmaymm:

®Dopmar
npeacraBjacHus
N Paznen/moapasznen MATEpPHaJIoB Conep:kaHue MaTepuajioB
PasmeLluatoTcs KoNnun JOKYMEHTOB, T.€.
CKaHMPOBAHHbIN BapuaHT AOKYMEHTa,
COOTBETCTBYOLLMI TpeboBaHUAM K
napameTpam CKaHUMPOBaHMS.
JTokanbHble PasmeluatoTcs AOKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernameHTUpyoLme opraHn3aunio n
cepe obecrneyeHnst paboTy C NnepcoHasibHbIMU AaHHbIMMU,
MHGOPMaLMOHHON Konun nnaHbl MEPOMNPUATUIA NO 0BecneveHnto
GesonacHoCcTU NOKYMEHTOB B [MHGbOpMaLMOHHOM 6e3onacHOCTH
1.JoGyyatowmxcs dopmaTte *PDF |obyyatowmxcs n gpyrme.
[My6nukytoTCs akTyanbHble CBeAEHNS O
beneparnbHbIX U perMoHanbHbIX 3aKOHax,
NMCbMax opraHoB BfiacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE AOKYMEHTbI,
pernameHTupyrowme obecneyeHme
NHopmaunoHHom 6e3onacHoCTH
HecoBepLleHHoNeTHUX. [lonyckaeTtcs
BMECTO KOMuUi pasmMeLLaTtb rmnepcebisiku
Konuu Ha COOTBETCTBYOLINE AOKYMEHTbI Ha
HopmaTusHoe NOKYMEHTOB B [caTax OpraHoB rocy4apCTBEHHOM
2 JperynnposaHue dopmate *PDF [Bnactw.
Pa3amewiatoTca metoamyeckue
pekomMeHaauumn 1 ykasblBaeTtcs
Meparornyeckum TexkcT Ha NHOpMaLMA O MEPONPUATUSIX,
3.JpaboTHMKam CTpaHuULEe canTa|npoeKkTax u nporpammMax, HanpaBJieHHbIX




Konuu Ha noBblWEeHNne NHGHOPMaLMOHHON
TOKYMEHTOB B [[PAMOTHOCTU Negarorn4eckmx

popmaTte *PDF |[paboTHMKOB.

PasmewaeTca nHpopmaumnmoHHas
namsaTka (npunoxerHne N 2) n
yKkasblBaeTcsa nHpopmauma o
MeponpUATUSX, MPOeKTax u NporpammMax,
HanpaBfeHHbIX Ha NOBbILIEHNE

TekcT Ha NHAOPMAaLNOHHOW rPaMOTHOCTU
4.|06yyarowmmcs cTpaHuLe carTa|obydatoLmxcs.
Poantenam (3akoHHbIM
npencraBUTENAM) TekcT Ha PasmeluaeTcsa nHgpopmaumoHHas
5.JobyyatoLmxcs cTpaHuue cantalnamsaTka (npunoxerHune N 3).
Pasmelyaetca nugpopmaums o
peKoOMeHAyeMbIX K UCMOMb30BaHMIO B
[leTckmne 6e3onacHble [TekcT Ha y4ebHOM npouecce 6e3onacHbIx canTax,
6.[canTbl CTpaHuue canTa[daHHepbl 6e30nacHbIX 4ETCKUX CauToB.

OpraHam, ocyLecTBrAIOWNM yrnpaBrneHve B cdepe obpasoBaHus, pekoMeHayeTcs Ha
cBoMX  ouumaneHblx  UHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHUPOBaHME
CaMOCTOSATESTbHOIO n cneumanusaMpoBaHHOro pasgena "MHdopmaumoHHas
BGesonacHOCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHne crnegyollen
NHdOpMaLNK:
MpunoxeHne N 1
NMAMATKA
ans oeYYALWMxcAa o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN
HEJTIb3A
1. Bcem noagpsg coobuiatb CBOK YacTHYO MHopMaUmio (HacToswme nmsi, oaMmnnuio,
TenedoH, agpec, HOMep LLKOSbI, a Takke poTorpadum CBOU, CBOEN CEMbU U APY3EN);
2. OTKpbIBaTb BMIOXEHHbIE (halsbl 3NEKTPOHHOM MNOYThI, KOr4a He 3Haellb OTNpaBUTenNs;
3. MpybuTtb, NpyanpaTbCs, oKasbliBaTb AaBNEHNE - BECTU cebs HEBEXITMBO U arpeCCUBHO;
4. He pacnopsibkancss geHbramm TBOeW cembun 6e3 paspelleHnsa crtaplux - Bcerga
cnpawuBan pogutenen;
5. He BcTpevaincsa ¢ VIHTepHET-3HAaKOMbIMU B pearibHOM XU3HWU - MOCOBETYMUCS CO
B3pOCIbIM, KOTOPOMY OBeEpSeLlb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewb o cebe Henpaay B VIHTepHeTe - coobum 06 aTom
CBOMM POAUTENSAM UMK ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, 0OOMEHNBATLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konunpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCnbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTpounku 6e30MacHOCTU M MPUBATHOCTM, YTOObI HE MNOTEpPSTb CBOU
aKKayHTbl B COLICETSX M OpYrnX nopTanax.
MOXHO
1. YBaxaun gpyrux nonb3oBartenen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBal TONbKO TE CChINIKK, B KOTOPbIX YBEPEH;
4. ObwaTbCs 3a NOMOLLbI B3POCHbIM - pOAUTENN, ONEKYHbI U aAMUHUCTPaLMs CanToB
Bcerga nomoryr;
5. Mpongn oby4veHne Ha cante "CeTeBMYOK" 1 NOMY4YM NACNOPT LMGPOBOro rpaxgaHuHa!
MpunoxeHne N 2
MHO®OPMALIMOHHAA MAMATKA
Onsa oObYYHAKOLWKMXCA And PASMELLEHUA



HA OPULUNATIbHBLIX MHTEPHET-PECYPCAX
C KaxgblM rogoM MOMoAeXn B MHTEPHETE CTaHOBUTLCA BonbLUe, a LWKONbHUKN OHU U3
caMbIX aKTMBHbIX Nofib3oBaTernen PyHeta. Mexay Tem, NOMMMO OFPOMHOrO KOfnmn4ecTBsa
BO3MOXHOCTEWN, MHTEPHET HeceT M npobrnembl. OTa namsiTka AOSMKHaA nomoub Tebe
6e3onacHo Haxo4MTbCA B CETWU.
KomnbloTepHble BUPYChI
KomnbloTepHBIN BUPYC - 3TO pa3HOBUMAHOCTb KOMMbIOTEPHBIX NPOrpaMm, OTNINYNTENBHOMN
OCOBEHHOCTbIO KOTOPOW SABMSIETCA CMOCOOHOCTb K pasMHOXEHWo. B gononHeHwe K
39TOMY, BMPYCbl MOFYT MOBPEAUTb UM MOSTHOCTBIO YHUUTOXUTb BCE (hannbl U OAHHbIE,
NOAKOHTPOSbHbIE MOMb30BaTENt0, OT MMEHW KOToporo 6bina 3anylieHa 3apakeHHas
nporpaMmma, a Takke MoBpeAuTb UM faxe YHUYTOXWUTb OnepauMOHHYHD CUCTEMY CO
BCEMU harnamu B LerioMm. B BonbLUMHCTBE CriydYaeB pacnpoCTpaHsATCA BUPYChl Yepes
NHTEPHET.
MeToabl 3aLmMTbl OT BPE4OHOCHbIX MPOrpamMm:
1. cnonb3yn coBpeMeHHble OrnepaumoHHble CUCTEMbI, UMeLNe cepbes3Hbl YPOBEHb
3alWnTbl OT BPEOOHOCHbIX NPOrpamMm;
2. TlocTosiHHO ycTaHaBnvBan nadyTu (UMppoBble 3annaTky, KOTopble aBTOMaTU4YeCKu
yCTaHaBNMBalTCA C Lenblo AopaboTku nporpaMmmbl) U Apyrne OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBanm X TOSNbKO C ouumManbHOro canta paspabotymka
OC. Ecnu cywiecTtByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN ErO;
3. PaboTai Ha cBoeM KOMMblOTEpPE NOA4 NpaBaMu nosib3oBaTerns, a He agMuHUCTpaTopa.
OTO He No3BONUT BONbLUINMHCTBY BPEAOHOCHbLIX NPOrpamMM UHCTanNIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;
4. Nlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHLIX Npou3BoauTenen, ¢
aBToOMaTu4eckum obHoBneHnem 6as;
5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,
6. Micnonb3ymn BHELLHWE HOCUTENN NHpopMaLnn, Takme Kak doreLuka, AUCK unn dann mns
WHTEpPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;
7. He oTkpbiBa KOMMNbOTEPHbIE PaNnbl, MNOMYYEHHbIE M3 HEHaOEXHbIX MCTOYHUKOB.
[axe Te drannbl, KOTOpblE NpUcnan TBOM 3HAKOMbIW. Jlyylle yTOYHN Yy HEro, oTnpasnan
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - 970 He BUA nepegaym AaHHbIX, HE TEXHOSOrMS, a BCero nuwb bpeHs, mapka. Eule
B 1991 rogy HwuoepnaHackasi komnaHusa 3apeructpupoBana 6peHg "WECA", 410
obosHavano cnosocoyeTaHne “"Wireless Fidelity", koTopbii nepeBoauTCS Kak
"GecnpoBogHas TOYHOCTL".
[o Hawero BpemeHu fowna apyras abbpesmatypa, KoTopas SABNSAETCS TakoW Xe
TexHonornen. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHue ObINIO AAaHO C HAMEKOM Ha
cTaHOapT Bbiclen 3BykoBoM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN UHTEPHET-OOCTYN B Kade, OTensx 1 aspornoptax ABndeTcs oTANYHOM
BO3MOXHOCTbIO BbIxoga B WHTepHeT. Ho MHorve 9kcnepTbl CyuTaloT, 4TO
obwenoctynHole Wi-Fi ceTn He saiBnstoTcst 6e3onacHbIMN.
CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBOKW NUYHYy0 WHGopMauuio yepes obuwepoctynHole Wi-Fi cetn.
PaboTas B HMX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMMHbl U Kakne-To HoMepa;
2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE Nporpammbl U GpaHamayep. Tem cambiM Tbl
obe3onacuub cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;
3. lMNpu wucnonb3oBaHum Wi-Fi oTknoun cyHkunio "O6wmn goctyn K dannam u
npuHTepam”. [JaHHas QyHKUMA 3akpbiTa MO YMOMYaHUIO, OAHAKO HeKoTopble
nosfib3oBaTeniv akTMBUPYIOT ee And ygobcTea ncnonb3oBaHusa B paboTe unm yyebe;



4. He ncnonb3yn nybnununbin WI-FI ona nepegayn nuYHbIX OaHHbIX, Hanpumep Ons
BbIX04a B coUManbHble CETU UMK B ANTIEKTPOHHYIO MOYTY;

5. Wcnonb3yn TONbKo 3almuieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoum dyHkumto "MogknioveHme k Wi-Fi asTtomatnyeckun".
He ponyckan aBTOMaTMyeckoro noakntodeHnsa yctpomctea k cetam Wi-Fi 6e3 TBoero
cornacusi.

CoumnanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HALLY XM3Hb, MHOMME Ntoan paboTatoT U X1BYT TaM
NOoCTOAHHO, a B Facebook yxe 3apernctpupoBaH mMunnuapg YerioBek, YTo sBnAeTcsH
OOHOWM ceabMOW BCEX XuTenen nnaHeTbl. MHorve nonb3oBaTenu He MOHMMAaT, YTO
MHoOpMaUns, pasMeLLleHHasd UMU B couManbHbIX CETSX, MOXeT OblTb HangeHa wu
Mcnonb3oBaHa KeM YrogHo, B TOM Yncre He 0bs3aTenibHO ¢ 6Grnarumm HamepeHnsIMun.
OcHoBHble coBeTbl N0 6€30MacHOCTM B COLMaAnbHbIX CETAX:

1. OrpaHnyb cnucok Apysen. Y Tebs B Opy3bsiX He OOMKHO ObiTb Cry4YalHbIX M
HEe3HaKOMbIX JTIOOEWN;

2. 3awumuian cBOK YacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUA W OPYry0 JUYHYIO MH@OPMauuio.  3MOYMbILWMEHHUKA  MOTyT
MCNONb30BaTb AaXe WH(opMauuio O TOM, Kak Tbl M TBOM poOAMTENM NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awmian cBOK penyTauuio - 4epXn ee B YNCTOTe 1 3agaBan cebe Bonpoc: XxoTen 6ol
Tbl, YTOObI Apyrne nonb3oBaTeny BUOENU, YTO Thl 3arpyxaewb? Nogyman, npexage yem
4YTO-TO ONyGnMKoBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnn Tbl rOBOpULLbL C JOAbMU, KOTOPbIX HE 3Haellb, HE UCMOSNb3yM CBOE peasibHoe
UMS 1 OPYTYI0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelueHnsa coTtorpadui B IHTEpHETE, rae Tbl N300paXkeH Ha MECTHOCTH,
Nno KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHME;

6. Mpwn pernctpaummn B coumanbHON CeETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONX,
cocTosimne M3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. lna coumanbHOM CeTun, NoYTbl U OPYrMX CanToB HEOOXOAMMO UCMONb30BaTh pPa3Hble
naponu. Toraa ecnu Teba B3NOMatoT, TO 3MOYMbILSIEHHUKX MofydaT AOCTYN TOSIbKO K
OQHOMY MECTY, a He BO BCe cpaay.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yOOOHbIM cnocob nnaTtexen, o4HaKo CyLLEeCTBYHOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

ONEKTPOHHbIE OEHbIMN NOSABUNINCH COBCEM HEAABHO M UMEHHO M3-3a 3TOFO BO MHOMMX
rocygapcrBax 4o CUX MOp He MPOMMCaHOo NPO HUX B 3aKOHaX.

B Poccum e oHM (PyHKUMOHUPYIOT 1 O HUX YXXe NPONMCcaHo B 3aKOHe, rae ux pasgenstor
Ha HECKONbKO BNOOB - aHOHMMHbIE M HE aHOHMMHbIe. Pa3Hunua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspelwaeTca npoBoauTb onepauum 6e3  uaeHTudukaumm
nonb3oBaTensi, a B HEAHOHMMHbIX WAeHTUPUKaUMA nonb3oBaTens aBnsieTcd
obs3aTensHON.

Takke crnegyeT pasnuyaTb NEKTPOHHblE omaTHble OeHbM (paBHbI rOCY4apCTBEHHbBIM
BasntoTam) 1 ANEeKTPOHHbIE HemnaTHble AEeHbIM (HE paBHbl rOCYAAPCTBEHHLIM BarntoTam).
OcHoBHble coBeTbI No Be3onacHon paboTe C 3NEKTPOHHBIMWU AEHbraMm:

1. MpuBsKM K cHeTy MOOUMbHBIA TenedoH. ATO cambl YOOOHbIN U BbICTPLIN cNOcob
BOCCTAHOBUTb AOCTYN K cyeTy. [puBA3aHHbIn TenedoH NoMoXeT, ecnu 3abyaellb CBOwn
nraTeXHbl Naposb UK 3andellb Ha canT C HE3HAKOMOro YCTPOWCTBA,;

2. Wcnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha YCUMEHHYH aBTOpu3auuio
Tebe yxxe He ByaeT yrpoxkaTb OMACHOCTb KPaXu U nepexasarta nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpecTynHukam OyaeT He NpOCTO yragaTb CrOXHbIN
naponb. HagexHble naponu - 3To naposnu, KoTopble coaepxat He MeHee 8 3HaKOB U



BKIOYaloT B cebsi CTPOYHbIE M NponucHble ByKBbI, LUdPbI U HECKOSNBbKO CUMBOJIOB, Takue
Kak 3Hak gonnapa, dpyHTa, BocknuuaTenbHbIi 3Hak 1 T7.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NNYHbIE JAHHbIE HA caMTax, KOTOPbIM HE A0BEPSELLb.

OneKTpoHHas noyTa

ONEeKTPOHHas rnoyTa - 3TO TEXHONOMMSA U NpeaoCTaBsSeMbIe el YCIyrn No nepecobInke u
NOMNyYEHUIO 3MEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHbLIN MOYTOBLIA AWMK BbIMMSAUT crneaylowmm  obpasom:
UMSA_Nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepegadm npocToro TeKCTa, MeeTcs
BO3MOXHOCTb nepefasaTtb dpaunsbl.

OcHoBHble coBeTbl NO Be3onacHon paboTe ¢ INEeKTPOHHOW MNOYTON:

1. Hapo BbIGpaTth NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpHETEe eCcTb OrpoOMHbIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4ylle AOBEPSTb TEM, KOro 3Haellb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE NIMYHYKO MHGOpMaumo. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIi_haHat@" nnu "pok2013" BmecTo "Temal13d";

3. Vicnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO Napons HYXXHO BBOAUTb
Kog, npucbinaemoin no SMS;

4. Bblibepy crnoxHbin naponb. [Ons KaXgoro MNOYTOBOro silMKa AO0SMKEH OblTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CamMoOMy CBOWM JIMYHLIWM BOMPOC, UCMOSb3YN ATy
BO3MOXHOCTb;

6. Mcnonb3ym HeCcKonbKO MNOYTOBbLIX SAWMKOB. [lepBbld ONA 4YaCTHOM nNepenncku c
agpecartamu, KOTOpbIM Tbl AOBepSAELLb. OTO 3MEKTPOHHbIM apec He Hago UCNoNb30BaTh
npu pernctpaumm Ha doopymax n cantax;

7. He oTkpblBan annbl U gpyrue BNOXEHWA B MUCbMax, Aaxke ecriiv OHXM NpuULnu oT
TBOMX ApYy3€en. Jlyyle yToOYHM y HUX, OTNPaBAsann i oHn Tebe atn hannsi;

8. [Nocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Neper 3akpbITUEM BKIaAKN C CanToMm
He 3abyab HaXaTb Ha "Bbintun".

KnbepbynnuHr nnu supTyanbHoe n3geBaTesibCTBO

Knbepbynnuur - npecnegoBaHne COOOLLUEHUAMKM, COAEpXaLMMU  OCKopOneHus,
arpeccuvio, 3anyrmBaHue; XysfMraHCcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbIO
pasnUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIIMHroMm:

1. He 6pocarica B 6on. Jlyuwmn cnocob: nocoBeToBaTbCA Kak cebs BECTM U, €CrM HET
TOro, K KOMY MOXHO 00paTUTLCA, TO BHa4asne ycnokoutbca. Ecnun Tbl HAYHELb OTBeYaTb
OCKOpBneHnsIMN Ha OCKOPBIIEHMS], TO TONbKO eLLe 60rblUe pa3oXKeLLb KOHINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMasd. CyLlecTBYHOT Cnocobbl BbIACHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtonT BECTU XynuUraHckum obpas BUpTyanbHOW Xn3Hu. IHTepHeT cdmkcupyeT Bce
TBOM OENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYyaribHYH YECTb CMOJIOAY;

6. rHopvpyn eamHnyHbin Heratme. O4HOPa30Bble OCKOPOUTENbHbIE COOBLLEHUS NyYLle
nrHopmpoBaTb. OBbIYHO arpeccus nNpekpallaeTcsa Ha HayanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOBLLEHUSIMI, B COLIMANbHbIX
CETAX €CTb BO3MOXXHOCTb B6IOKMPOBKMN OTAPaBKM COOBLLEHNIA C ONpeaeneHHbIX aapecoB;
8. Ecnu Tbl cBuaetenb knbepbynnuHra. TBOW [EWCTBMSA: BbICTYNUTbL MNPOTUB
npecnegosaTens, MokasaTtb €My, 4YTO €ero [JeucTBUS OLEHUBAKTCH HeratusBHO,
nogaepxaTb XepTBYy, KOTOPOW HyXXHa Mcmuxonornyeckas nomoLlb, COOOLMTb B3pOCHbIM
0 (paKTe arpeccuMBHOro NOBEAEHNSA B CETMU.

MoOBunbHbIM TENEeOoH



CoBpemMeHHble CcMapT(OHbl M nnaHWweTbl cogepxaTt B cebe BMOMHE B3pPOCHbIN
dyHKUMOHAr, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMM.
OpHako, cpefcTB 3awwmThbl Ans No406HbIX YCTPOMCTB NOKa 04eHb Mano. TecTupoBaHue n
NMOUCK YSI3BMMOCTEN B HUX MPOUCXOOUT He Tak MHTeHCUBHO, kak ansa K, 1o xxe camoe
KacaeTcsa 1 MOOUNbHbLIX NPUITOXEHNNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpPakTUYEeCKN LOrHann HacToNbHbIE aHanoru,
O[HaKoO paclunpeHne pyHKUMoHana BneYveT 3a cobon 6onbLUy CNOXHOCTb U MEHbLLYIO
3aLMLLEHHOCTD.

[laneko He BCe NpPoOM3BOAUTENWN BbiNyCcKatoT OOHOBNEHNS, 3aKpbiBalOLLME KPUTUYECKUE
YSI3BMMOCTU 41151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbLHOIoO TenedoHa:

Huyero He siBnsieTca no-Hactosiwemy 6ecnnaTtHbiM. Byab ocTopoxeH, Beab Koraa tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT OblTb CKPbITbl KAKMe-TO MnaTHbIe YCIyIu;
Hdyman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3HaELlb, F4e OHU
OyayT B KOHEYHOM uTOore?

Heobxoanmo 06HOBNATL ONEpaLNOHHY CUCTEMY TBOEIO CMapTGOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 4518 MOBUITbHBIX TeNe(OHOB;

He 3arpyxan NpunoXxeHns OT HEU3BECTHOrO WCTOYHWMKA, BEAb OHWM MOTyT coaepxaTtb
BpeOoOHOCHOe nporpaMMHoe obecneveHue;

Mocne Toro kak Tbl BbIMAEWb C calTa, rge BBOAMI NUMYHYKO MHoOpMauumo, 3angm B
HacTponku bpaysepa n yganm cookies;

Mepunogmnyeckn NpoBepsiv, Kakme nnaTHble YyCrnyrM akTMBMPOBaHblI HA TBOEM HOMEPE;
[aBan cBo HOMepP MOBUMBHOro TenedoHa TOMbKO NMIOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLLb;

Bluetooth gomkeH 6bITb BbIKIHOYEH, KOrda Tbl UM He nonb3yelbes. He 3abbiBan nHorga
NpoBEPATL 3TO.

Online wvrpbl

CoBpeMEHHbIE OHMAaWH-UTPbl - 3TO KpacO4Hble, 3axBaTbiBalOLLME pa3BIieYeHUs,
obbeanHsALWME COTHU ThICAY YerioBek No BceMmy mupy. Vrpokn nccneayroT gaHHbIN UM
Mup, obLialTcsa Apyr C OPYroM, BbINOSHAKT 3a4aHusi, cpaXkatTcsst C MOHCTpaMun U
nosly4atoT onbIT. 3a YAOBOSNLCTBUE OHW NIATAT: MOKYNatT AUCK, ONfavymBaoT aboOHEMEHT
nUnn npuobpeTarT Kakne-To onuumn.

Bce atm cpegctBa mayt Ha noggepxaHwe U pasBuUTUE Urpbl, a TakkKe Ha camy
6€e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLUK, BbINYCKaOTCS HOBbIE NaTyun
(undpbpoBble 3annaTkun Ans NporpamMMm), 3aKpbiBalOTCHA YA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTtbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXiu
TBOEro naporsisi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopm3aumm BONbLUMHCTBA UTP.
OcHoBHble coBeTbI N0 6€30MacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unm cosgaet Tebe HenpusiTHOCTK, 3abnoKnpyn
€ro B CMCKE UrPOKOB;

2. Tloxanynca agMuyHUCTpaToOpaM Wrpbl Ha Mfoxoe MoBedeHWe 3TOro Urpoka,
XXenatenbHO NPUMOXUTb KakMe-TO JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBayn Nn4Hy0 MHGopMaumio B npodanne urpbl;

4. YBaxan Opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBam HeomumnanbHble naTtin n Moapl;

6. cnonb3yn cnoxHble U pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl HE CTOUT OTKMOYATb aHTUBUPYC. [Moka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apasnTb.

OULINHT K KpaXka NNYHbBIX AaHHbIX

O6blyHOM Kpaken AOeHer U OOKYMEHTOB CErodHsA YXXe HUKOro He yaMBULb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMA 3IIOYMbILUIIEHHUKM NEPEMECTUSIUCE B UHTEPHET, U
NpoaosmKalT 3aHMMaTbes "nobumsiM" genom.



Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHUYECTBA UM OULLHT, rMaBHasa Uesb
KOTOPOro COCTOUT B NOSTyYEHUN KOHPUAEHLMANbHbIX JaHHbIX NONb30BaTernen - JIorMHOB
n naponen. Ha aHrnuickom s3bike phishing uitaetca kak pmwmHr (ot fishing - peibHas
noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nopospeBaellb, YTO TBOSA aHkeTa Obina
B3rloMaHa, To Heob6xo4MMo 3abnoKNMpoBaTb €€ 1 COOOLWNTL agMMHUCTPaToOpaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Nicnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCNE, UHTEPHET-MarasnHoOB 1 MOMCKOBbIX
cucTeMm;

3. Mcnonb3yn crnoxHbele 1 pasHble naponu. Takum obpasom, ecnu T1ebsa B3nomatoT, TO
310YMBbILUMEHHMKN MonyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOdUIIIO B CETU, @ HE KO
BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoamMmo npenynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
pobaeneHbl y Tebs B Apy3bsX, O TOM, 4TO Tebs B3loManu u, BO3MOXHO, OT TBOETO MMEHHN
ByaeT paccbinaTbCsa cnam 1 CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUNbHLIN TenedoH;

6. OTKNOYKN coxpaHeHne napons B bpayaepe;

7. He oTkpbiBan dannbl 1 gpyrve BOXEHWA B NMUCbMax, Aaxe ecriv OHU Npuwnu ot
TBOMX ApYy3€en. Jlyylle yTOYHM y HUX, OTNPaBAsann i oHn Tebe atn hannbl.

Lincdppoas penytauns

Lindposas penyTtaums - 3T0 HeraTtMBHasi Unv NO3MTMBHasA MHopMaunsa B ceTu o Tebe.
KomnpomeTupyowaa nHpopmMaumnsa, pasmMelleHHas B UHTEpHeTe, MOXET Cepbe3HbIM
obpa3om oTpasuTbCs Ha TBOEW pearnbHOW Xu3HW. "Lindposasa penyTtaums" - 310 TBOM
UMUK, KOTOPbIN dopMmupyeTcsa n3 nHgopmMmauum o Tebe B MHTEPHeTE.

TBOe MecTo XuTenbCTBa, Yy4yebbl, TBOEe (PMHAHCOBOE MOSIOXEeHME, OCOBEHHOCTU
XxapakTepa 1 pacckasbl 0 OM3KNX - BCe 3TO HakansMBaeTCH B CeTH.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm fnUYHON MHopMaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUA. Thl Jake He CMOXeLUb goragaTtbCes
0 TOM, YTO poTorpadmsi, pasmeLleHHas 5 neT Hasaz, cTana NPUYNHOM OTKasa NPUHATb
Teba Ha paborTy.

KommeHTapuu, pasmelleHne TBoux oTorpadoun wm apyrme AOENCcTBUSE MOTYT He
MCYE3HYTb Jaxe nocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHUI aTy
MHpopmauuio, nonana nm oHa B NOUCKOBbIE CUCTEMbI M COXPaHWUNACh N OHa, a rMaBHOE:
41O nogymatT o0 Tebe oKpyxawlwme nau, KOTopble HanWayT U yBUMAAT 3TO0. Hantu
NHOPMaLMIO MHOIO NIET CMYCTA CMOXET Nobon - kak n3 AobpbIx NOBYXAEHWIA, TaK N C
HamMepeHnem NPUYMHUTL Bped. ATO MOXET OblTb KTO YroAHO.

OcCHOBHbIE COBETLI MO 3aLMTE LNMPPOBON penyTaLmnm:

1. Mogyman, npexage 4yem 4YTO-TO NyOnNMKoBaTb W nNepepasaTtb y ceba B Grore nnu B
coumarnbHON CeTu;

2. B HacTpownkax npocunga yCTaHOBWU OrpaHMYeHnst Ha NpoOCMOTP TBOEro Npodouns n ero
coAepXXMMoro, caernan ero Tonbko "ansa apysen';

3. He pasmewan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnatb
nnNn obmxaThb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LIKOMBbHUKN - aKTUBHblE MNONb30BaTENM ULMEGPOBOro MNPOCTPaHCTBA.
OpaHako faneko He Bce 3HatOT, YTO NOSb30BaHME MHOMMMU BO3MOXHOCTSAMU LMGPOBOro
Mupa TpebyeT cobniogeHns npaB Ha UHTENNEKTyanbHyt COOCTBEHHOCTb.

TepMunH "MHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K pPasfiMYHbIM TBOPEHUAM
4YenoBEeYEeCKOro yma, HavvMHasi C HOBbIX u306peTeHui M 3HaKkoB, OOO3Ha4aloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WU YCINyrM, W 3akaHuMBasi KHuramm, dooTtorpacmsmu,
KMHOOMIbMaMn 1 My3blKanbHbIMY MPOM3BESEHNAMMN.



ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPON3BEAEHMS
HayKku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
crnpaBefsiMBble BO3MOXHOCTWU 3apaboTaTb Ha pesynbTaTax CcBOero Tpyga, NnosyynTb
N3BECTHOCTb 1 Npu3HaHmne. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovssefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpupoBaTb, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B npokaTt, NyOnn4yHO MCMOMHATb, MOKa3biBaTb/UCMONHATL B
adupe unu pasmeLllatb B IHTepHeTe.
Ncnonb3oBaHue "nupatckoro" nporpammMHoro obecnevyeHms MoXeT NPUBECTU K MHOMMM
puckam: OT NOTepu AaHHbIX K TBOMM akkayHTam 40 6nOKMPOBKU TBOErO YCTPOWCTBA, rae
yCTaHOBMEeHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLUECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HAaNUTWN B CETU.
O noptane
CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thl MOXelWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM $3bIKOM, @ MNpPW BO3HWKHOBEHUU
KpPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke MPUHATbL y4acTue B KOHKypcax
N cTaTb camMmbIiM LMPPOBLIM rpaxxgaHUHOM!

Mpunoxexne N 3
NAMATKA Ons POOUTENEN OB MH®OPMALIMOHHOW BEE3ONACHOCTU OETEN
OnpegeneHne TepmunHa "vHoOpmauMoOHHas ©Ge3onacHoCTb AeTen" coaepxuTcs B
®epepanbHoMm 3akoHe N 436-®3 "O sawmte geter OT MHGOPMaUUN, NPUYUHSAIOLLEN
Bped VX 300POBb0 U pasBUTUIO", perynupyrommMm OTHOLLEHWUS, CBA3aHHbIE C 3alUuTOun
AeTen oT MHGopMauuK, NPUYNHAOLWEN Bpes UX 300p0BbI0 1 (Mnn) passutmio. CornacHo
AAHHOMY 3akoHy "MHdopmauuMoHHasa GesonacHoCcTb AeTen" - 3TO  COCTOSHME
3alMLULEHHOCTN, MpPWU  KOTOPOM OTCYTCTBYET PUCK, CBS3aHHbIK C MNPUYNHEHUEM
NHopMaumnen Bpena ux 34opoBbto U (M) PU3NYECKOMyY, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®enepanbHoro 3akoHa N 436-®3 nHdopmaumen, NnpuunHaLWen Bpes 300p0OBbLI0
n (Mnn) pasBUTUO AeTen, SABnaeTcs:
1. HoOpMaums, 3anpeLLeHHas onsa pacnpocTpaHeHNa cpeaun aeTen;
2. HcopmaLms, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen onpeneneHHbIX
BO3pPaCTHbIX KaTeropun.
3. K nHhopmaummn, sanpeLleHHon ang pacnpocTpaHeHust cpeau aeTen, OTHOCUTCS:
4. vHdopmaumsa, nobyxgawwas geTen K COBEPLUEHUIO AENCTBUIA, NpenCcTaBNsOLMX
Yrpo3y WX XWU3HW U (Unn) 300POBbLI0, B T.4. MPUYUHEHUIO Bpeda CBOEMY 3[0POBLIO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Y OeTen KenaHwe ynoTpebuTb HapKkoTUYecKne cpencTtBa,
NCUXOTPOMHbIE 1 (M) ogypMaHnBatoLme BewecTsa, TabavyHble n3aenuns, ankoronbHy
N cnMpTOCOoAepKaLlyto NPOAYKUMIO, MMBO M HAMUTKW, U3roTaBfMBaeMble Ha ero OCHOBE;
NPUHSATb y4acTue B a3apTHbIX Urpax, 3aHNMaTbCs NPOCTUTYLMEN, BPOasSKHUYECTBOM UMK
NonNpoLUANHNYECTBOM;
6. o6ocHOBbIBaKOLLAA UM onpaBabiBaloLLaa 4ONYCTUMOCTb HACUNNA U (UK) KECTOKOCTH
nmbo nobyxagatowas OCyWeCcTBNATb HACUMbCTBEHHbIE LEWCTBUA MO OTHOLUEHUIO K
NOAAM U XKUBOTHbIM;
7. oTpuuarowaa ceMenHble LEeHHOCTU N (hopMUpyoLas HeyBaXXeHWe K poauTensm u
(Mnn) opyrMm YneHam cembi;
8. onpaeabiBatoLLasi NPOTMBONPAaBHOE NOBEAEHNE;
9. copepxallas HeueH3ypHYyLo BpaHb;
10. cogepxawiaa nHdopmMauuio nopHorpadmnyeckoro xapakrepa.
K nHdopmauum, pacnpocTpaHeHne KOTOPOW OrpaHnUYeHo cpean AeTen onpeaesieHHOro
BO3pacTa, OTHOCUTCS:



1. MHopmaumsa, npeacTaBnsemMas B BUAE M300paXeHUs MU ONMCaHUSA KECTOKOCTH,
duandeckoro u  (UNKM)  NCUXMYECKOrO  Hacunus, MNPecTynrieHns UM MHOro
aHTUOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOWAA Yy OeTen cTpax, yac unv naHuky, B T.4. NpeacTtaBnsemas B Buae
N306pakeHNsa WMNM ONUCaHUA B YHWXKAKOLWEN 4ernoBeyeckoe [OCTOMHCTBO doopme
HEeHacunbCTBEHHOW CMepTW, 3aborneBaHusd, camMoybuUNCTBa, HecYacTHOro cry4as,
aBapuu unu katactpodbl 1 (UNKN) UX NOCNEACTBUN;

3. NnpegcTtaBnsemas B BUAe M300paxkeHUs Unn onnucaHus NofoBblX OTHOLUEHUA MexXay
MY>XHYUHOW U XEHLLMHOW;

4. cogepxallas bpaHHble CrioBa U BbIpaXXeHUs, He OTHOCALLMECS K HeLleH3ypHOW BpaHu.
C y4yeTom atoro Bam npegnaratotca npasuna paboTbl B ceTn IHTEpHET Ana pasnmnyHbiX
BO3PacCTHbIX KaTeropumn, cobnogeHne KOTOPbIX NO3BOSNUT obecneunTb
NHOPMaLNOHHYI0 6Ge30NacHOCTb BalLMX AETEN.

O6Lwwme npasuna ans pogutenen

1. HesaBucumo oT Bo3pacTta pebeHka ucrnonb3ymTe nporpammHoe obecneyeHue,
nomMmorawwiee uUNbTPoOBaTb M KOHTPONMPOBATb MH(OpMaLMo, HO He nonaranTechb
NOSTHOCTBIO Ha Hero. Bawe BHUMaHue K pebeHky - rmaBHbI MeTo 3aLLmThl.

2. Ecnn Baw pebeHoKk MeeT akkayHT Ha 04HOM U3 coumanbHbix cepucos (Livedournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMatenbHO u3y4uTe, Kakyl WHGOpPMaLMNIO
NoOMeLLLalT ero y4acTHUKM B CBOMX Npodounnsx u briorax, Bknovas gotorpadum n BUAEO.
3. lNpoBepbTe, C KakMMU ApYyrMMW canvTaMu CBsiI3aH coumarnbHblii cepBuc Bawero
pebeHka. CTpaHnykm Balero pebeHka moryT 6b1Tb 6€30nacHbIMU, HO MOTYT U COAepXaTb
CCbIIKM Ha HeXenaTternbHble U OonacHble camTbl (Hanpumep, NOPHOCAWT, UMW CauT, Ha
KOTOPOM Apyr ynoMmHaeT Homep coToBoro TenedoHa Bawero pebeHka mnu Baw
AOMaLLHW agpec)

4. Moowpsante Bawmx geten coobuwate 060 BCEM CTPaHHOM UM OTTaNKMBaKOLWEM U HE
CNULLKOM OCTPO pearnpymTe, Korga OHuM 37O AenatoT (M3-3a onaceHusi noTepsaTb SOCTYnN
K VIHTepHeTy OeTu He roBopAT poautensam o npobrnemax, a Takke MOryT Hadatb
Mcnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOSbI).

5. byabTe B Kypce ceTeBou xn3Hn Bawero pebeHka. VIHTepecynTech, KTO nx Opy3bs B
MHTepHEeT Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 o 8 net

B VHTepHeTe pebeHoK cTapaeTcsi NOCETUTb T€ UMKN UHbIE CanTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha nocelleHne KOTOpbIX OH He nonyuun 6bl OoT poauTtenen. loatomy
poautenam ocobeHHO nofne3Hbl ByayT Te OT4yeTbl, KOTOpble NPeaoCTaBrsTCA
nporpaMmamMm o OrpaHuYeHuto ucnonb3oBaHus KHTepHeTa, T.e. PoguTtenbckuin
KOHTPOSIb UIK TO, YTO Bbl CMOXeETe yBUAETb BO BPEMEHHbIX (parnax. B pesynbTaTte, y
pebeHka He OyaeT oLlylieHus, YTO 3@ HUM BeOeTCsl NMOCTOSHHbIA KOHTPOSMb, OAHAKO,
poautenn ByayT no-npexHeMy 3HaTb, Kakue cauTbl nocellaetr ux pebeHok. [etu B
AaHHOM Bo3pacTte o6nagatlT CUMbHbIM 4YyBCTBOM CEMbM, OHM [OBEPYMBbI U He
COMHeBatoTcA B aBToputeTax. OHu NbAT urpatb B ceTEBbIE UrPbl U NyTeLwecTBOBaTb MO
NHTepHeTy, WCnomnb3yss OMNEeKTPOHHYK MOYTy, 3axo4uTb Ha CauTbl W 4YaTbl, He
pekoMeHA0BaHHbIE PpOaUTENSIMU.

CoBeTbl No 6e3onacHocTn B ceTn MHTepHeT ons geten 7 - 8 net

1. Co3ganTe cnMCOK OOMaLUHUX npaBun noceweHns VHTepHeTa nNpu yyactum geten u
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte oT Bawero pebeHka cOBNIOAEHNA BPEMEHHbLIX HOPM HaxXOXAEHWUA 3a
koMmnbloTepoM. NokaxunTte pebeHky, 4to Bel HabnogaeTe 3a HUM He NOToOMy 4TO Bam ato
xo4yeTcs, a notoMy 4to Bbl 6ecrnokomtecb 0 ero 6e30MacHOCTU U BCerga rotoBbl €My
NMOMOYb.

3. KomnbloTep ¢ nogkntodeHnem K MIHTepHeTy OOMmKeH HaxoguTbCs B oOLen KoMHaTe
nog NPUCMOTPOM poauUTESNEN.



4. Vicnonb3yunTe cneumanbHble AeTCKUe NOMCKOBbIE MaLUUHBbI.

5. Nicnonb3ynTe cpeactea BnoknpoBaHusa HexxenaTenbHOro KOHTEHTa Kak JONOMHEHME K
cTaHgapTHOMy PoanTenibCKoMy KOHTPOSHO.

6. Co3pganTte ceMelHbl SNEKTPOHHbIA SALWMK, YTOObI HE NO3BONUTL AETAM WUMETb
cobcTBEHHbIE agpeca.

7. bnokupynte goctyn K camtam ¢ 6ecnnaTtHbIMX MOYTOBBLIMU ALMKAMW C MOMOLLLHO
COOTBETCTBYIOLLErO NPOrpaMmHoro obecneveHus.

8. lpuyunte peten coBeToBaTbCcs C Bamu nepen onybnukoBaHuem Kakom-nnbo
NHGOPMaUUM CpeacTBaMU IMEKTPOHHOM MOYThbl, YaTOB, PErMMCTPALMOHHBLIX opM W
npodgounen.

9. Hayuute geTten He 3arpyxatb dhannbl, nporpaMmMbl Uy My3biKy 6e3 Ballero cornacus.
10. He paspewante getsam Mcnonb3oBaTh CiyX6bl MTHOBEHHOTO 06MeHa coobLEeHNAMN.
11. B "6enbin" cnnucok canToB, paspeLLeHHbIX 4515 NOCELeHNs, BHOCUTE TOMbKO CalTbl C
XopoLuen penytaumen.

12. He 3a6biBaniTe 6GecegoBaThb ¢ AeTbMu 06 nx Apy3bsix B IHTepHeTe, kak ecnu 6bl peyb
Luna o Apy3bsX B peanbHOM XXU3HM.

13. He penante "taby" 13 BONpPOCOB MOSOBON XWN3HW, Tak Kak B VIHTepHeTe aeTn moryT
Nerko HaTKHYTbCA Ha NOpHorpaduio Unn canTsl "ansa B3pocnbIx".

14. lMpuyunte Bawero pebeHka coobwatb BaM O MbbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. OcTaBanTeCb CNOKOWMHBbIMU M HAanOMHUTE OETSM, YTO OHU B
BesonacHoCTM, ecnn camMu pacckasanM Bam O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOAOWTM eLLe pa3 B NOAOOHbIX Criyyasix.

Bospact geten ot 9 go 12 net

B naHHOM BO3pacTe AeTu, Kak NpaBuiio, YXXe HachbllaHbl O TOM, Kakasst MHdopMauus
cywectsyeT B WHTepHeTe. CoBepLUEHHO HOPMasnbHO, YTO OHU XOTAT 3TO YBUAOETD,
npo4vecTb, ycnblwaTtb. [Mpy 39TOM HYXHO MNOMHUTb, YTO AOCTYN K HexenaTenbHbIM
MaTtepuanam MOXHO nerko 3abrnokupoBaTb Mpu nomown cpeactB PoauTtenbckoro
KOHTPOIS.

CoBeTbl No 6e3onacHocTu ans geten ot 9 go 12 net

1. Cosgante cnNMCok goMalLHMX NpaBun noceweHus VIHTepHeT npu yvyacTum OeTen u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXAEHUS 3a KOMMNbIOTEPOM.

3. Habnopgante 3a pebeHkom npu paboTe 3a KOMMbOTEPOM, MOKaXUTE eMmy, YTO Bbl
Becnokontecb 0 ero 6€30nacHOCTM 1 BCerga rotoBbl oka3aTb eMY NMOMOLLb.

4. KomnbtoTep ¢ nogkrntoveHnem B MIHTEpHET AOMKEH HaXO0ANTLCS B 00LLIEN KOMHaTe nog
NPUCMOTPOM poanTENEN.

5. Micnonb3ynte cpeactea BroKMPOBaHUSA HeXenaTenbHOro KOHTEHTa Kak AOMNONTHEHME K
cTaHgapTHOMYy PoanTenbCckoMy KOHTPOSHO.

6. He 3abbiBanTe npuHUMaTb HENOCPEACTBEHHOE Yy4yacTue B XU3HU pebeHka,
BGecepoBaTb C A4eTbMK 00 MX apy3bsax B HTepHeTe.

7. HactamBanTe, 4TOObI 4E€TW HUKOr4a He cornallanncb Ha NIMYHbIE BCTPEYN C OPpY3bsiMn
no VIHTepHeTy.

8. lMo3Bonante OeTtaM 3axoauTb TONMbKO Ha canTbl u3 "Benoro" cnucka, KOTOpbIn
cosganTte BMeCTe C HUMM.

9. lpuyunte peTenM HUKOrda He BblgaBaTb JIMYHYKO WMHOpMauno cpeacTesamm
SMEKTPOHHOM  MOYTbl, 4YaToOB, CWUCTEM MrFHOBEHHOro obmeHa coOobLEeHNAMM,
PErmcTpaunoHHbIX (POPM, FMUYHBIX NPOdUNEn M NpU perucTpauum Ha KOHKYpCbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. Ob6bacHUTE
UM, YTO OHW MOrYT CryyYyarMHO 3arpy3uTb BUPYCbl WAW Apyroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.



11. Cospgante Bawemy pebeHKy OrpaHuMYeHHyl YyYeTHy 3anucb Ans paboTbl Ha
KoMnbloTepe.

12. Mpuyunte Bawero pebeHka coobwaTtb Bam O nbbIX yrpo3ax wunu TpeBorax,
CBSA3aHHbIX C VIHTepHEeTOM. HanoMHuTe OeTtsaMm, 4To OHM B 6e30nacHOCTU, ecnn cammu
pacckasanu Bam O CBOMX TpeBOrax u onaceHusix.

13. PacckaxuTte getsm o nopHorpadpumn B HTEpHeTe.

14. HactanBanTe Ha ToM, 4TOObl 4eTK NPeaoCTaBnsanM Bam AOCTYN K CBOEW 3NIEKTPOHHOWN
noyrte, 4tobbl Bbl Y6EOMINCh, YTO OHU HE 00LaTCA C HE3HAKOMLUAMN.

15. OOGbACHUTE [eTsaM, 4YTO Henb3s WUCNonb3oBaTb CeTb AN XYNMraHCcTBa,
pacrnpoCcTpaHeHusi CNieTeH Unn yrpos.

Bospact geteun ot 13 go 17 nert

B aTom Bo3pacTe noapoCTKM akKTUBHO WMCMOMb3YT MOUCKOBbIE MaLUWHbI, NOSb3YHTCA
9NEKTPOHHOM MOYTON, cnyxb6amu MrHoBeHHOro obmeHa coobLieHusMM, cKauymBatoT
My3blKy U unbmbl. ManbyMkam B 3TOM Bo3pacTe ©Oonblue no HpaBy CMeTaTb Bce
OrpaHUYeHnsi, OHU XaxayT rpyboro tomopa, asapTHbIX Urp, KAPTUHOK "Ans B3pocCnbIX".
[deBoukn npegnounTaloT obwaTtbCca B 4aTax, NpuM 3TOM OHM ropas3go 6Gonee
YYBCTBUTENbHbI K CEKCYyarbHbIM JOMOratenibcTBaM B MIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTENSAM yXKe BeCbMa CITOXHO KOHTPONMpPOBaTb CBOMUX
AeTen, Tak Kak 06 VIHTepHeTe OHUM yXXe 3HaKT 3Ha4YUTESNbHO BonbLUe CBOMX POAUTESEN.
Tem He MeHee, He oTnyckanWTe pgeten B "cBobogHoe nnaBaHue" no KHTepHeTy.
CrapanTecb akTMBHO y4yacTBoBaTh B 00LleHn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasBuna WHTepHeT-6e3onacHoCcTn -
cornawlueHve mexay pogutenamu n getbmu. Kpome toro, He06XxoANMMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETbI O AeaTenbHocTn aetenm B WHTepHete. Cnepyet obpaTtuTb
BHAMaHMe Ha HeobXxoAMMOCTb CcoAepXaHua poauTenbCKUX naponen (naponen
aAMUHUCTPATOPOB) B CTPOrOM CeKpeTe M 0bpaTuTb BHMMAHWE Ha CTPOrocTb 3TUX
naponewn.

CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Cosgante cCnMCOK AOMAalIHMX nNpaBun nocelwleHna WHTepHeTa npu  yvacTuu
noapocTkoB n Tpebymte 6e3ycrnoBHOro ero BbinoniHeHust. ObroBopute ¢ pebeHkom
CMUCOK 3anpelleHHbIX canToB ("4epHblM cnmncok"), 4Yackl paboTbl B VIHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTax).

2. KomnbloTep € nogkntoyeHnem K cetn WHTepHeT [ommkeH HaxoauTbCs B obLuen
KOMHaTe.

3. He 3abbiBanTe GecenoBaTtb ¢ AeTbMn 06 X Apy3bsax B VIHTEpHETE, O TOM, YEM OHMU
3aHATbLI TakuM obpasom, ByaTo pedb MOEeT O ApY3bsaX B peanbHon xu13Hu. CnpalumsanTe
O ngsx, C KOTOpbIMW AeTn obwarTca nocpeacTtBoM cryx® MrHoBeHHoro obmeHa
coobLeHnammn, 4tobbl yoeamTbeca, YTO 3TK NN UM 3HAKOMBI.

4. Ncnonb3ynTe cpencrtea 6y1I0KMPOBaHUS HEXenaTerbHOro KOHTEHTa Kak JONOMHEHME K
cTaHgapTHOMYy PoanTenbckoMy KOHTPOSHO.

5. Heobxogumo 3HaTb, Kakmmu 4aTtamu nonb3ywtca Bawwu pgetu. [lNoowpsante
NCMonb30BaHME MOAEPUPYEMbIX YaTOB M HacTamBaunTte, 4YTobbl OeTu He obwanucb B
NpUBaTHOM peXunme.

6. HactamBanTte Ha TOM, YTOObI AETN HMKOr4A He BCTPEYanucb NIMYHO C OPY3bsMU U3
ceTn NHTepHerT.

7. Mpnyunte geTen He BbligaBaTb CBO NIMYHYKO MHAOPMALNIO CpeacTBaMu SNEKTPOHHON
NnoYTbl, YaTOB, CUCTEM MIHOBEHHOro obmMeHa coobLEHNAMN, PEMMCTPALMOHHBIX hopM,
NUYHBIX NpoduIien N Npyu perncTpauumn Ha KoHKypcol B HTepHeTe.

8. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHms. O6bscHUTE nm,
YTO OHM MOTYT CryYanHO 3arpy3nTb BUPYCbl UMK APYroe HexenaTenbHoe NporpamMmmMHoe
obecneyeHue.



9. MNpuyunte Bawero pebeHka coobwatb Bam O NOObLIX yrpo3ax unuM TpeBorax,
cBA3aHHbIX C NHTepHeTOM. HanomHuTe getsam, 4To oHM B He3onacHOCTHU, ecrnu camu
pacckasanu Bam, 0 CBOUX yrpo3ax unm Tpesorax. [loxsanute nx n nocoBeTymTe NogonTn
elle pas B NOAOOHbIX cryyasx.

10. Pacckaxute getam o nopHorpadpum B NHTepHeTte. NMomorute MM 3awuTuUTbCs OT
cnama. HayuuTe noapocTKOB He BbldaBaTb B WHTepHeTe CBOero pearibHOro
9NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTtefbHble NMMCbMa U UCMNONb30BaTb
crneumarnbHble NOYTOBbIE PUSLTPbI.

11. MNpuyunte cebs 3HAKOMUTLCS C CanTamu, KOTOpble NOCELLAT NOAPOCTKMN.

12. HayunTe geten yBaxaTb ApPYrMX B MHTEPHETE. Y6eamTech, YTO OHM 3HAKOT O TOM, YTO
npaBuna XopoLuero NoBeAeHnst AEUCTBYIOT Be34e - AaXe B BUPTyanbHOM MUpe.

13. OObsAcCHUTE [EeTsM, UYTO HU B KOEM cCriydae Henb3a wucnonb3oBatb CeTb aAns
XynUraHcTBa, pacnpocTpaHeHnsa CnreTeH Unu yrpos Apyrum Noasm.

14. ObcyauTe ¢ noapocTkaMmm Npobnembl CeTEBbLIX a3apTHLIX UMP Y UX BO3MOXHbIA PUCK.
HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TU UrPbl COMNACHO 3aKOHY.

[MOCTOSIHHO KOHTpoOnupynTe wucnonb3oBaHue VIHTepHeTa Bawwum pebeHkom! 310 He
HapyLleHne ero fMYHOro MpOCTPaHCTBa, a Mepa MNpPegoCTOPOXKHOCTU U MPOsiBrEHune
Bawen poantenbckon OTBETCTBEHHOCTU M 3ab0Thl.



